Abstract. We present an algorithm for computing both functional dependency and unateness of combinational and sequential Boolean functions represented as logic networks. The algorithm uses SAT-based techniques from Combinational Equivalence Checking (CEC) and Automatic Test Pattern Generation (ATPG) to compute the dependency matrix of multi-output Boolean functions. Additionally, the classical dependency definitions are extended to sequential functions and a fast approximation is presented to efficiently yield a sequential dependency matrix. Extensive experiments show the applicability of the methods and the improved robustness compared to existing approaches.
Introduction
In this paper we present an algorithm to compute the dependency matrix D(f ) for a given combinational or sequential multi-output function f . For every inputoutput pair, the combinational dependency matrix indicates whether the output depends on the input, and whether the output is positive or negative unate in that input [21] .
Several algorithms in logic design use the dependency matrix as a signature [23] to speed up computation, e.g., Boolean matching [14] , functional verification [11, 12] , or reverse engineering [29] . Although most of these algorithms make implicit use of the dependency matrix, the name has been used in this paper for the first time. The name is inspired by the output format of functional dependence and unateness properties in the state-of-the-art academic logic synthesis tool ABC [4] . Functional dependency is also related to transparent logic [19, 24] . Given a set of inputs X d and a set of outputs Y d , the problem is to find a set of inputs X c that is disjoint from X d and that distinguishes the output values at Y d for different input assignments to X d . In contrast, we consider functional dependence without constraints for all input-output pairs.
Existing algorithms for computing the dependency matrix are based on Binary Decision Diagrams (BDDs, [5] ) and have been implemented in ABC [4] . It is important to point out that the term functional dependence is used to describe a different property in a related context: In [12, 13, 16] , the authors refer to functional dependence as the question whether given a set of Boolean functions {f 1 , . . . , f n }, there exists an f i , that can be written as h(f 1 , . . . , f i−1 , f i+1 , . . . , f n ). In other words, functional dependence is defined as a Boolean function w.r.t. to a set of Boolean functions. In contrast, we consider the functional dependence of a Boolean function w.r.t. a single variable as functional dependence.
Our algorithm uses techniques from Combinational Equivalence Checking (CEC, e.g., [22] ) and Automatic Test Pattern Generation (ATPG, e.g., [15, 26, 27] ). We employ efficient incremental SAT-based solving techniques and extract incidental information from solved instances to reduce runtime consumption on complex functions.
We furthermore present an extension of the combinational dependency definition to sequential functions. We account the sequential counterpart of a functional dependence relation to an input-output pair if the given relation constantly holds after some finite number of steps. As an example, some output f may be always positive unate in some input x after a certain number of iteration steps of the circuit. In this case, we call f sequential positive unate in x, even if this relation is not guaranteed in the first steps.
An established method to prove properties on sequential circuits is bounded model checking (BMC) as first introduced in [1] , used, e.g., in [8, 25] . In BMC a circuit is modelled iteratively for k steps as a combinational circuit. With approaches such as k-induction [18] and Craig interpolation [20] BMC becomes a complete model checking method. However, as such complete methods are rather computationally expensive, we rely on an iterative approximation to compute the sequential dependency matrix solely based on the combinational dependency matrix. By iteratively analyzing the combinational dependency until a fixed point is derived, we can accurately conclude structural dependency and unateness.
In an extensive experimental evaluation we demonstrate the applicability of our methods to various combinational and sequential benchmark sets. Within reasonable amounts of computing time we are able to accurately compute the combinational dependency matrix as well as an approximation of our sequential dependency matrix with a small number of iterations. We further show the robustness of our proposed algorithm compared to a previous state-of-the-art algorithm that times out or suffers from memory explosion on complex functions. Finally, we present a case study in which the dependency matrix is used as a signature in reverse engineering to effectively reduce the search space and improve the performance of the underlying application.
The rest of the paper is organized as follows. Section 2 presents the fundamentals of the work. In Sect. 3 we introduce our SAT-based approach to compute the dependency matrix of combinational circuits, and extend it in Sect. 4 to sequential circuits. The experimental results are presented in Sect. 5 and Sect. 6 concludes the work.
Background

Functional Dependencies
where the co-factors f xi or fx i are obtained by setting x i to 1 or 0 in f , respectively. We call f xi the positive co-factor and fx i the negative co-factor. The function f is said to be positive unate in x i , if
and negative unate in x i , if
where the comparisons '≤' and '≥' are applied to the binary strings that represent the truth tables of fx i and f xi . f is said to be unate in 
Boolean Satisfiability
In our algorithm we translate decision problems into instances of the SAT problem [3] . SAT is the problem of deciding whether a function f , has an assignment x for which f (x) = 1. Such an assignment is called a satisfying assignment. If f has a satisfying assignment it is said to be satisfiable. Otherwise, f is said to be unsatisfiable.
In general, SAT is NP-complete [6, 17] . SAT solvers are algorithms that can solve SAT problems and, while worst-case exponential, are nonetheless very efficient for many practical problems. SAT solvers also return a satisfying assignment if the instance is satisfiable. Most of the state-of-the-art SAT solvers are conflict-driven and employ clause-learning techniques [10] . In incremental SAT one asks whether f is satisfiable under the assumption of some variable assignments. These assignments are only temporarily assumed, making it possible to reuse the SAT instance and learned information when solving a sequence of similar SAT problems. In the remainder of the paper, we refer to instances of SAT as if they were calls to an incremental SAT solver. SAT?(f, α) is true if f is satisfiable under the assumptions α, and UNSAT?(f, α) is true if f is unsatisfiable under the assumptions α.
SAT-Based Dependency Computation
This section presents the SAT-based algorithm to compute the functional dependencies of a function. We first describe the encoding into SAT, then an implementation of the algorithm, and finally possible optimizations.
SAT Encoding
We encode the test for functional dependence and unateness as an instance of the SAT problem using the following theorem. Proof. We only show the direction of "if"; the "only if" direction follows immediately from the definition of functional dependency and unateness.
1. Let x be a satisfying assignment to fx i ⊕ f xi . Then, we have fx i (x) = f xi (x). 2. Assume the function was satisfiable and let x be a satisfying assignment.
Then fx i (x) = 1 while f xi (x) = 0 which contradicts Eq. (1). 3. Analogously to (2) .
In the implementation, we make use of the following immediate consequence of the theorem.
Corollary 1. f is functionally independent in x i , if and only if fx
In the following we consider multi-output functions f : B n → B m , where each output is a function f j . In order to compute the full dependency matrix which contains the dependency for each input-output pair, we transform the problem to a sequence of SAT instances as illustrated by the generic miter in Fig. 1 
Fig. 1. Generic miter to encode functional dependency as SAT instance
two boxes represent two copies of f . The upper copy, with inputs x 1 , . . . , x n , is used as the negative co-factor, while the lower copy, with inputs x 1 , . . . , x n , is used as the positive co-factor of f . The groups of three gates on the lower right hand side realize the XOR operation which connect the outputs of the two copies. The signals of the AND gates are exposed as outputs and will be used to encode the unateness problems. The XNOR gates in the upper right of the figure are used to force all but one of the inputs, to have equal values.
Let Π(f j ) be the characteristic Boolean function which is obtained by encoding the miter in Fig. 1 for the function f j using encodings such as Tseytin [32] or EMS [9] . Also let E i = {x i = 0, x i = 1} ∪ {e k = 1 | k = i} be assignments that lead to a correct interpretation of the miter for input x i , i.e., x i is set to 0, x i is set to 1 and all the other inputs need to have the same value. We define three problems on top of the incremental SAT interface:
Then the problems described in Theorem 1 and Corollary 1 can be solved as follows. The function f j functionally depends on Figure 2 displays the general flow of the algorithm. For each pair of an input x = x i and an output y = f j the algorithm starts with a simple structural dependency check. If x is outside of y's structural cone of influence, it can be concluded that y is independent of x. This is a very efficient check. Otherwise, 4). We omit the arguments from the boxes.
Algorithm
If the instance is unsatisfiable, y is independent from x as no assignment exists that results in different logic values for y under the side constraint of yx ⊕ y x . In case the instance is satisfiable, x and y are at least functionally dependent. Additionally, the SAT solver returns a satisfying assignment which is analyzed for the logic value of y. In case yx is 1 (and therefore y x is 0), y cannot be positive unate in x as a counter example for Eq. (1) is found. Likewise, negative unateness can be falsified if yx is 0. Note that one of the two cases must hold as the original instance requires a difference between yx and y x .
In a last step, the algorithm specifically checks for unateness with an additional call to the SAT solver, unless it has been ruled out previously. If this SAT call is unsatisfiable, unateness can be concluded, otherwise the algorithm returns functional dependence.
Optimizations
As discussed above, we use incremental SAT solving because many of the calls to the SAT solver are very similar. Hence, instead of encoding a miter-like structure as illustrated in Fig. 1 for each input-output pair in an individual instance, we encode the complete output cone of a target input x i in a single instance to profit from incremental SAT solving. We enforce the co-factors of x i as unit clauses in this instance. As we target combinational circuits, the direction of the co-factors does not influence the satisfiability of the instance. Hence, we can restrict the search space by enforcing x i to logic 1 and x i to logic 0 without loss of generality. Furthermore, XOR gates are encoded for output pairs to enforce them to differ using assumptions in the SAT solver.
On the output side, we iteratively run through each output in x's cone of influence and enforce a difference between fx i and f xi using an assumption. If the resulting instance is UNSAT we can conclude independence. Otherwise, the input-output pair is at least functionally dependent. By observing the direction of the difference at the output, we consider the pair either as a candidate for positive or negative unateness and run the respective check as described earlier.
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Additionally, we perform a forward looking logic analysis of each satisfiable SAT instance to extract incidental information for future solver calls. In our experiments we found quite often, that the difference not only propagates to the target output, but also to multiple other outputs. Hence, we check the logic values of all following outputs as well. Additionally, an output may incidentally show differences in both directions and hence unateness can be ruled out without additional SAT calls.
The described SAT instances are very similar to detecting a stuck-at-1 fault at the input x. Hence, we employ encoding based speed-up techniques that are known from solving such ATPG problems. By adding D-chains [31] that add redundant information to the instance, the SAT solver can propagate the differences more easily. Additionally, we tuned the SAT solver's internal settings towards the characteristics of the circuit-based SAT instances which are dominated by a large number of rather simple SAT calls. For instance, we do not use preprocessing techniques on the SAT instances.
Sequential Functional Dependency
While the prior definitions and algorithms are specified for combinational circuits, we also investigate the definition of dependency in sequential circuits.
To translate the properties from Sect. 2.1 to sequential circuits, we use a similar approach as used in (un)bounded model checking: An output y j is called sequential functionally dependent in an input x i if and only if there exists a number k ∈ N, such that f with k > 1, the definition of sequential dependence follows the combinational one if the sequential circuit is considered as an iterative logic array with an unlimited number of time frames. Hence, such a definition allows to extend combinational dependency in a natural way to sequential dependency. In contrast to the complexity of the combinational dependency computation of a single input-output pair (which is NP-complete since it is an ATPG problem), sequential dependency computation is identical to invariant checking which can be expressed by an unbounded model checking approach and is PSPACE-complete. Fig. 3 in the k th step. Then C is alternating strictly positive and negative unate in A. Thus, C is neither sequential positive nor negative unate in A. However, C is sequential dependent in A.
Approximative Algorithm
We use the methods from Sect. The path-dependence of y in x over ϕ is defined with the equation 
otherwise.
Now we choose different y l , x k , y and/or x and start from the top until we reach a fixed point. Our algorithm focuses on positive unateness (p) and negative unateness (n), in contrast to strict positive unateness (p) and strict negative unateness (n). According to the definitions in the previous section, all dependencies marked as seq. positive unate (p), seq. negative unate (n) or seq. independent (•) by our approximation are correctly classified as we will show in Sect. 4.2.
However, the dependencies marked as seq. functionally dependent (d) may be inaccurate as d s j,i = d is an over-approximation. Hence, the algorithm allows an accurate classification for three dependency conditions, while avoiding the computational complexity of a completely accurate algorithm (that still can be applied if completeness is needed).
To see that d If the XNOR-Gate in Fig. 4 was replaced by an XOR-Gate, y 6 would be sequentially dependent in x 1 , while no values of its combinational dependency matrix would differ from the combinational dependency matrix of the original circuit. Since these two circuits have the same combinational dependency matrix, but different sequential dependency matrices, it is not possible to build an exact algorithm for sequential dependency, solely based on the combinational dependency matrix.
Proof of Correctness for p, n and •
The correctness of the classification of an input-output pair as either p, n or • can be shown as follows: 
i+1 }, then I Diff contains an odd number of elements, because p
m . For any i ∈ I Same , it holds that d s pi+1,pi = n resp. d s pi+1,pi = p in every calculation step and similarly for any i ∈ I Diff , always d s pi+1,pi = n. The calculated dependency pd for the given path along p 0 , . . . , p m will then be calculated based on an odd number of n and otherwise only p, which will by Eq. 7 result in path dependence n. Therefore, by Eq. 8, the algorithm does not return p, a contradiction. n: The proof of the correctness of the return value n is analogous to the proof of the correctness of p. The major difference is that I Diff contains an even number of elements. This will force a path calculation to result in p, making impossible, that the algorithm returns n. 
Experimental Results
We implemented the proposed approach in C++ on top of the ATPG framework PHAETON [26] and the SAT solver antom [28] . All experiments were carried out on a single core of an Intel Xeon machine running at 3.3 GHz, 64 GB main memory running Linux 3.13. For the evaluations, we used combinational arithmetic benchmarks from EPFL 2 as well as sequential benchmarks from the ITC'99 [7] benchmark suite and industrial benchmarks provided by NXP (starting with 'b' and 'p' followed by a number, respectively). Finally, we applied the method to the OpenCore benchmarks from the IWLS'05 [2] family. In order to keep the section compact, we skipped the benchmarks that had either negligible runtime or that could not be solved within a timeout of 2 h. Table 1 lists the results of the evaluation. The first three columns list the name of the circuit as well as the number of inputs and outputs. The following four columns list the identified dependencies. The number of only structural dependencies (that are found to be independent) are given first followed by the number of dependent classifications (excluding unateness) and finally the number of positive or negative unate classifications, respectively. The next three columns list statistics of the proposed SAT-based approach: The number of functional dependencies that were found incidentally followed by the number of generated SAT instances and calls to the SAT solver. The final two columns list the runtime for unateness checking and the total runtime in seconds.
Combinational Dependency
As can be seen, our approach is able to completely compute the dependency matrix on a wide range of mid-sized circuits taken from various academic and industrial benchmark circuits within a maximum computation time of 2 h (7200 s).
Interestingly, the number of input-output pairs that are positive unate are roughly an order of magnitude higher than those that are negative unate. This is most prominent for the barrelshifter circuit 'bar' from the EPFL benchmarks that contains mostly positive unate pairs but no negative one.
The effect of the optimizations described in Sect. 3.3 can be witnessed by the high number of dependencies identified incidentally as well the high ratio between the number of instances as well as the calls to the SAT solvers. Hence, these methods effectively keep the runtimes in check.
Comparison to Existing Approach
We compared our approach to the BDD-based implementation in ABC [4] where identical circuit definitions readable for both tools were available. We listed the results in Table 2 .
The proposed SAT-based approach shows superior performance for the rather complex benchmark sets of the EPFL as well as the ITC'99 benchmarks where the approach does not suffer from excessive memory usage. For complex functions, the BDD-based approach did not terminate due to insufficient memory requirements.
For the EPFL benchmarks, the BDD-based approach did not terminate due to a timeout which we set to 7200 s. 7 of the 10 arithmetic EPFL benchmarks can be solved using the SAT-based approach, and for 6 of them the SAT-based approach found the solution faster. The three remaining benchmarks cannot be solved within 7200 s by both approaches. It is worth noting that for benchmarks that are rather small or structurally simple (such as the adder) the BDD-based approach performs faster than the SAT-based approach. Table 3 shows the results of the sequential dependency computation algorithm as presented in Sect. 4 that was executed on the sequential versions of the benchmark circuits from the previous experiment where possible. At first, the name of the circuit, the number of flip flops as well as the number of inputs and outputs are given. Following, as in the previous section we list the different dependencies as well as the number of iterations through the combinational dependency matrix. Finally, the runtimes for the generation of the combinational dependency matrix, the extension to the sequential matrix as well as the total runtime (all in seconds) are given.
Sequential Dependency
As can be seen, the sequential algorithm needs only a few iterations to conclude the sequential dependency for all benchmarks. Hence, the overall impact on the runtime is limited and for most of the circuits less than the runtime of the combinational method. When comparing the results of the dependencies, one can note that the number of functional dependencies increases at the cost of the other classifications. This is expected as many structural dependencies get functional when considering multiple timeframes. Additionally, the requirements for sequential positive as well as sequential negative unateness are much harder to meet than their combinational counterparts and hence such classifications tend to be changed to a functional dependency.
Application to Reverse Engineering
We show the applicability of functional dependency and unateness information in a small case study of reverse engineering. We consider the PermutationIndependent Subset Equivalence Checking (SPIEC) problem [29] : Given a block f b : B n → B m and a component f c : B r → B s with n ≥ r and m ≥ s, SPIEC asks whether there exists a mapping from all primary inputs and primary outputs of f c to primary inputs and primary outputs in f b such that the block realizes the same function as the component w.r.t. this mapping.
The algorithm presented in [29] solves this problem by finding subgraph isomorphisms of simulation graphs for the block and the component. A simulation graph has input vertices, output vertices, and vertices for some characteristic simulation vectors. A subgraph isomorphism in these graphs provides a candidate mapping that can be verified using combinational equivalence checking [22] . Subgraph isomorphism is translated into a constraint satisfaction problem according to [30] while additionally considering application-specific information extracted from the circuits, e.g., functional dependency and unateness properties.
The constraint satisfaction implementation starts by creating a domain for each vertex in the component's simulation graph. The domain is a set of possible candidate vertices in the block's simulation graph. Filtering methods then try to reduce the size of the domains such that eventually either (i) some domain is empty and therefore no matching exists, or (ii) all domains contain a single element from which the mapping can directly be extracted. If the filtering techniques cannot advance to any of these two cases, one has to start branching using a backtracking algorithm. The aim is to avoid backtracking, which can be achieved by effective filtering methods.
In our experiment we considered the impact of the dependency matrix by comparing three different scenarios: (i) no information is provided, (ii) the dependency matrix is provided for the component which allows the use of structural dependency information as a signature, and (iii) the dependency matrix is provided for both the block and the component allowing the use of functional dependency and unateness properties as signatures for filtering. We measure the quality by comparing the accumulated domain sizes after all filtering methods are exhausted right before backtracking is initiated. Table 4 shows the results of our experiments. The circuits for blocks (c1-c10) and components (adder, multi, shift, 3 and subtract) are the same that were [29] in their 8-bit variant. Each cell in the matrix represents the application of SPIEC to the block and component of the respective row and column, respectively. Each cell shows three numbers. These numbers are the accumulated domain sizes of primary inputs and outputs for each of the three considered scenarios. The cell is shaded gray if the component is contained in the block. As can be seen in the table, the dependency matrix has a strong influence on the results since the domain sizes can be significantly reduced, often resulting in a matching that provides a solution. For example, in the case of c9 and the adder a mapping has been found only if the dependency matrices for both the block and the component are provided. In the case of c4 and the adder one needs to compute at least the component's dependency matrix to conclude that it is not contained in that block without backtracking.
Conclusions
We presented a SAT-based algorithm to compute functional dependence properties of combinational as well as sequential Boolean functions. We inspect which outputs in a multi-output function are functionally dependent on which inputs. Furthermore, the algorithms checks whether the input-output pair is unate if it is dependent, which is a stronger property. Furthermore, incremental encoding techniques known from ATPG problems are employed to speed up the algorithm. Additionally, we extended the classical dependency classifications to sequential circuits and presented an iterative approximative algorithm to compute such sequential dependencies. In extensive experimental studies on different benchmarks suites we detailed the robustness of the algorithms especially for hard combinational as well as sequential benchmarks. Additionally, our methods show better performance compared to previously presented BDD-based approaches with which many of the instances cannot be solved due to memory limitations or timeouts.
